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Source: Information Security Breaches Survey, Price Waterhouse Coopers/ 
UK Department for Business, Enterprise & Regulatory Reform (BERR) 2008
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500 Million people in 27 Countries
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23 languages

The European anthem:

"Ode an die Freude"

Beethoven's 9th Symphony 

composed in 1823



Players
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The European Parliament
- voice of the people

The council of Ministers
- voice of the Member States

The European Commission
- promoting the common interest
José Manuel Barroso, President
of the European Commission

__________________________________

The European Agencies
- a desire for geographical devolution 
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IT Security on EU level

• In March 2010 the European Commission launched the 

EU 2020 strategy and

• In May a flagship initiative A digital agenda for Europe

COM(2010) 245 of 19th May 2010

• High level goals:

• Modernise and enhance ENISA

• Enhance cooperation of CERTs on national & European level

• Provide CERT services for European institutions

• Support EU-wide cyber security preparedness exercises

• Enhance prevention and combating cybercrime

13



ENISA – overview

• Created in 2004

• Located in Heraklion / Greece

• Around 65 Experts

• Supports EU institutions and Member 

States

• Facilitator of information exchange between 

EU institutions, public sector & private 

sector

• ENISA assists Member States and the 

Commission in global issues that affect the 

European Community as a whole

This is an advisory role and the focus is on 

prevention and preparedness

16/6/2010
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• Public computer networks have become an essential 

enabler for the communications on which most every-day 

activities rely

• IT-related risks are generated by excessive automation 

and the vulnerability of technology:

• diverse levels of resilience in interconnected networks 

and devices,

• increases in attack surface – down to firmware and up 

to applications,

• exponential increases in traffic,

• regulatory disconnections between different 

geographical areas.
17



Impact on Resilience

• Cloud computing

• Real time detection and diagnosis systems

• Future wireless networks

• Sensor and actuator networks

• Integrity of supply chain

• Cognition and cooperation in networks –
information  on sensors, environment, user preferences, applications history

• Emergency response – readiness regarding information security incidents

• Future ICT threats – ambient intelligence and Internet of Things 

preparedness

• Interoperability – gaps between interconnected networks

• „Self-x‟ networks – self-healing, self-protecting, self-organising



• Machine-to-machine networks – stochastic, rapidly changing properties

• Peer-to-peer networks and resilient routing

• Protocols for authentication and communication

• Residential networks – auto-configuration in consumer devices

• Supervisory control and data acquisition (SCADA)

• Service level agreements

• Smart objects – accessible in the Internet namespace

• Trust models – trusted networks and trusted and assured platforms

• Trust and confidence in the technology

• Modelling of networks – apply of the formal methods

• Network & information theory (Le Boudec, MacKay, Hutchison, Sterbenz)

19



Cables....
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Cloud Computing (CC)

Cloud computing is a model for enabling convenient, on-

demand network access to a shared pool of configurable

• computing resources (eg, networks, servers, storage, 

applications, and services) that can be rapidly 

provisioned

• and released with minimal management effort or 

service provider interaction. This cloud model 

promotes

• availability and is composed of five essential 

characteristics, three service models, and four 

deployment models.

22



CC – Essential Characteristics

• On-demand self-service

• Broad network access

• Resource pooling

• Rapid elasticity

• Measured service

23
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CC - Service Models

• SaaS:

Cloud software as a service

• PaaS:

Cloud platform as a service

• IaaS:

Cloud infrastructure as a service

26© Christofer HOFF



CC - Deployment Models

• Private cloud

• Community cloud

• Public cloud

• Hybrid cloud

Advantages

• Operational

• Financial

• Productivity

27© Christofer HOFF



Impact of the Cloud Computing 
Paradigm on Resilience

• Impacts on service availability

• All-hazards

• Support for business continuity

• Disaster recovery

• Protecting sensitive data is essential

The cloud computing paradigm changes the threat 

landscape with respect to both service availability and 

the protection of sensitive data

28



• Benefits

• High degree of redundancy

• Economies of scale

• Risks

• Loss of Governance

• Compliance Challenges

• Legal and contractual risks

• Key management

• Vendor Lock in

• Impacts on data protection

29



CC - Research Recommendations

• Trusted cloud computing models

• Data protection in the cloud computing paradigm

• Cloud assurance, security best practices and 

certification standards

• Standardized data formats and migration

• Service availability in the face of connectivity loss

30
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Data Protection Requirements 

• In what country is the cloud provider located? 

• Is the cloud provider‟s infrastructure located in the 

same country or in different countries? 

• Will the cloud provider use other companies whose 

infrastructure is located outside that of the cloud 

provider? 

• Where will the data be physically located? 

• Will jurisdiction over the contract terms and over the 

data be divided? 

• Will any of the cloud provider‟s services be 

subcontracted out? …
32



• Will any of the cloud provider‟s services be 

outsourced? 

• How will the data provided by the customer and the 

customer‟s customers, be collected, processed and 

transferred? 

• What happens to the data sent to the cloud provider 

upon termination of the contract? 

33



Data protection benefits

Economies of scale

• A large and reputable (Cloud Service Provider) CSP 

will usually be able to offer a higher level of security 

per user, unit of storage, unit of processing power, etc, 

than a smaller enterprise data centre, particularly:

• Cloud infrastructure as a service (IaaS) and 

• Cloud software as a service (SaaS)

• protection of the infrastructure

• specific security technologies, like VPN or data 

encryption

34



Recommendations

1. Technical data protection measures

2. Data Security

3. Data Transfer

4. Law Enforcement Access

5. Confidentiality and Non-disclosure

6. Intellectual property

7. Risk Allocation and limitation of liability

8. Change of Control

35
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Future Wireless Networks (FWN)

Resilience has become an important concern in the 

design and architecture of the security of future wireless 

networking architectures such as 

• mobile ad-hoc networks (MANETs) and 

• wireless mesh networks (WMN1)

• Usually protected by authentication, access control, 

cryptographic algorithms and protocols

• Challanges

• peer-to-peer network architecture, shared wireless, 

medium, stringent resource constraints, highly 

dynamic network topology
371EU-MESH Project http://www.eu-mesh.eu



FWN - Resilience requirements

• Ability for mobile users and applications to access 

information when needed

• Maintenance of end-to-end communication;

• Ability for distributed operation and networking.

• Increasing the robustness of the networking 

mechanisms

• Intrusion and misbehaviour detection and recovery

38



Networking mechanisms 
improving resilience

• Protecting route discovery
protection against misbehaving routers or manipulated routing messages

• Reactive distance vector routing
routes are defined on-demand by flooding the entire network with route messages.

• Proactive link-state routing
e.g. link-state routing protocols OLSR, nodes periodically flood the network with link-

state update messages that contain the current link values of all their links

• Protecting resource reservations
tracking the reservations on requests of other nodes

• Design issues in error recovery mechanisms
handle link breakage

39



Intrusion detection and recovery

• Automated identification of abnormal activity by 

collecting audit data, and comparing it with reference 

data

• Resilience requirements for intrusion detection

• Attack recovery and mitigation

• Misuse detection

• Anomaly detection

• Protocol-based or specification-based detection

40
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• Sensor networks are widely installed around the world 

in urban, suburban and rural locations – on the ground 

and on various airborne platforms, including balloons, 

high-altitude platforms, unmanned airborne vehicles 

and satellites.

• At present, few of them have a purpose that involves 

real-time interaction with human beings. The Internet 

of Things will change this and make sensors, and 

actuators, first class devices, fully visible with end-to-

end connectivity.

42



Types of sensor networks

• Electronic commerce – banks and the financial sector

• The police, immigration, homeland security and other 

security services, and the emergency services

• Transportation, including highways, inshore water, 

railways, and civil aviation

• Resources, specifically electricity, gas, oil, water and heat

• Environment, including quality of air and water, disaster 

anticipation, first-response and recovery (from fire, flood, 

earthquake, storm and attack)

• Health, including related enterprises, eg, the NHS in the 

UK, tele-care, and e-health

• Military systems
43



Pervasive Computing - BSI Study, 2006

44https://www.bsi.bund.de/cln_183/ContentBSI/Publikationen/Studien/percenta/index_htm.html



Car to Car Communication

45Source:  BSI



Mobile Kryptographic RFID-Chips
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Objective

Sensor network applications operating over critical 

infrastructure should be protected effectively:

• resilience in society‟s key functions;

• improved situational awareness in anticipating and 

reacting to imminent events;

• better understanding of strengths, weaknesses, new 

opportunities and threats;

• much more information to be available, so decision 

support is improved and reactions are of a higher 

quality;

• systems to be more efficient and cost-effective.
47



Risks

• dependency on systems that are not fit for purpose

• reduced security – less critical for disconnected 

systems, but essential when interconnected

• many kinds of attack – intrusion, denial of service, 

interception, and masquerading

• poor interoperability – devices not working together

• service level agreements not being clear – the 

communications support may be inadequate or, at the 

other

• loss of privacy and confidentiality

48



Guidelines for design choices

• Fault-tolerance – handling node failures and unscheduled disruptions

• Scalability – dimensions of deployment, number of nodes

• Topology – fixed or movable nodes

• Routing – routing protocols

• Fusion – aggregation and consolidation of data, eliminating duplicates

• Roles – sense & transmit and/or receive and execute

• Scheduling – when is a node active?

• Performance – CPU, memory, peripheral device, access time, power source

• Environment – home, travel, global, orbit

• Security – e.g. confidentiality, privacy, denial of service, injection of incorrect data

49
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Problems....

• Supply chain integrity in the ICT industry is an 

important topic that receives attention from both the 

public and private sectors 

(i.e, vendors, infrastructure owners, operators, etc). 

• Currently, it is addressed separately in different 

industries. Important solutions have been developed in 

various ICT segments in this context.

• Electronic communications networks comprise 

numerous network elements, many of them consisting 

of outsourced components supplied by both new and 

established equipment vendors

51



Challenges

• Complex nature of globally distributed supply chains

• Components are manufactured in various countries around the 

world.

• Lack of common guidelines for ICT supply chain integrity.

• Absence of tools, processes and controls to help measure statistical 

confidence levels and verify integrity across the IT ecosystem.

• Ineffective methodologies & technologies for end-user verification

• Lack of broadly applicable tools, techniques, and processes to 

detect or defeat counterfeiting and tampering in systems.

• Lack of coordinated approaches to preserving integrity from 

production through purchasing into operations and use.

• Absence of common business models that could drive the 

harmonization of integrity requirements across various ICT 

segments
52



Manipulated Mobile Phone

53
Source: BSI, Germany, https://www.bsi.bund.de/cae/servlet/contentblob/475756/publicationFile/30778/gsm_pdf.pdf

page 14

https://www.bsi.bund.de/cae/servlet/contentblob/475756/publicationFile/30778/gsm_pdf.pdf
https://www.bsi.bund.de/cae/servlet/contentblob/475756/publicationFile/30778/gsm_pdf.pdf
https://www.bsi.bund.de/cae/servlet/contentblob/475756/publicationFile/30778/gsm_pdf.pdf


Managing supply chain integrity risks

• Clearly defined product and service requirements consistently 

carried through the whole supply chain from design, through 

production, delivery, purchase, installation, and maintenance of 

installed products and systems.

• Methodologies for evaluation and verification of components for 

compliance with upstream requirements.

• Ability to evaluate provenance (the confirmed origin) and 

authenticity of the component parts, for both hardware and 

software, during assembly and installation of the solution, as 

well as through appropriate (to be defined) portions of the life of 

the product.

• Measures to protect and maintain the integrity of systems, their 

configuration and operating parameters throughout their 

originally intended usage model.
54
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Motorola



Mobile Devices

• The term mobile computing covers a large number of 

devices:

• Portable storage devices.

• Portable computers.

• Netbooks.

• Hand-held computers (PDA).

• Smart Phones.

• These devices have different characteristics and are 

used in different ways, but many of the key risks are 

the same.

57



Mobile devices – security issues

• Theft is easier.

• User interfaces are more primitive due to device 

constraints.

• Battery life is an issue for encryption etc...

• Changes of context – different networks, devices, 

different roles etc....

• Wireless protocols – weaker encryption..

• Greater concentration of personal                                                    

data

• Trend towards cloud-based backup.



OVERVIEW
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Global System for Mobile 
Communications

USA China/Indien Europa

Source: GSM Association



GSM

61
https://www.bsi.bund.de/cae/servlet/contentblob/487520/publicationFile/30774/oefmobil_pdf.pdf

page 9 ff



Encryption

62

A5/1 is a stream cipher used to provide over-

the-air communication privacy in the GSM 

cellular telephone standard. It was initially kept 

secret, but became public knowledge through 

leaks and reverse engineering.



• Mobile Station (MS)

• Mobile Equipment (ME)

• Subscriber Identity Module (SIM)

• Base Station Subsystem (BSS)

• Operations and Support System (OSS)

• Network Subsystem (NSS)

• International Mobile Subscriber Identity (IMSI) 

• International Mobile Station Equipment Identity(IMEI)

• Network Subsystem (NSS)

• Mobile Switching Center (MSC)

• Gateway-MSC (GMSC)

• Das Home Location Register (HLR)

• Short Message Service and SMS Center (SMSC)

• General Packet Radio Service (GPRS)

63



Locating...
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Mobile Technology Risks



www.flexispy.com
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www.silentservices.de
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Standards
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WLAN
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Don„t broadcast the Service Set Identifier (SSID)

Wired Equivalent Privacy (WEP), compromised!

IEEE 802.11i

Wi-Fi Protected Access (WPA)



WEP
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1

1 Frame Check Sequence



AES in IEEE 802.11i

75

https://www.bsi.bund.de/cae/servlet/contentblob/487312/publicationFile/42281/drahtkom_pdf.pdf

page A-24



ENISA work

• 2008

Report on Mobile Authentication 

http://www.enisa.europa.eu/act/it/eid/mobile-eid

• 2009

Report on Mobile Identity Management

http://www.enisa.europa.eu/act/it/eid/Mobile%20IDM

• 2010 

Report on smartphone application security risks and best 
practices

Expert working group on smartphone security

• 2011 (planned)

Targeted actions to disseminate best practice in specific areas of 
smartphone security. Supporting an ongoing promotion 
smartphone security best practice through the expert group

http://www.enisa.europa.eu/act/it/eid/mobile-eid
http://www.enisa.europa.eu/act/it/eid/mobile-eid
http://www.enisa.europa.eu/act/it/eid/mobile-eid
http://www.enisa.europa.eu/act/it/eid/Mobile IDM


Mobile Authentication Paper (1)

Scope

• Token: mobile phones, 

PDAs - in conjunction with smart cards.

• Use cases:

• E-Ticketing using NFC phone

• Interactive advertising (smart posters)

• Mobile Voting

• Electronic signatures (trustworthy viewing)

• Phone as national ID card

• Online authentication

• Risk assessment: assets, vulnerabilities, threats

www.enisa.europa.eu



Mobile Authentication Paper

Conclusions

• Consumer‟s need easy to use solutions.

• Mobile devices can act as a user interface for online 

applications and become a secure, secondary 

authentication channel.

• Mobile device as national ID card still a vision in Europe.

• Personalization and registration processes for phones, 

payment cards and ID cards are different.

• Harmonization is needed: 

pan-European interoperability, privacy requirements, 

global standards

www.enisa.europa.eu



Mobile Identity Management

• Identity theft: 

• Mobile devices contain a wide range of personal 

information (including even personal credentials, 

such as encryption keys or biometric data), making 

mobile devices a gold mine for identity thieves. 

• Much easier to steal the actual device – remote 

wipe and reset important

• Bluetooth pairing is not user-friendly and sniffing is 

possible.

• Traffic data or localized EMEI (International Mobile 

Equipment  Identity) data can be used for 

unauthorized monitoring or surveillance. 



Mobile Identity Management

• Weaknesses in GSM and 802.11x encryption make 

eavesdropping attacks relatively easy :

[http://www.engadget.com/2008/02/21/researchers-

claim-gsm-calls-can-be-hacked-on-the-cheap/  ]. 

• In GSM, encryption is only applied for the wireless 

transmissions, that is, the messages are sent in plain 

text from the base station to the gateways. 

• Smartphone applications now offer another layer of 

encrypted SMS and calls.



Mobile Identity Management

• Many privacy protection mechanisms assume the 

existence of a trusted third party that can certify the 

credentials of a service provider. 

• This requires connectivity to the trusted third party or 

reliance on public key infrastructure. 

• However, a mobile device may experience frequent 

disconnections from the Internet                                                       

and/or an infrastructure

• Biometrics are not effective for                                                  

remote authentication because                                                   

you cannot trust the device.
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Smartphone Security

Comscore data for 2009



Smartphone: Capabilities

• Full internet access capabilities.

• Support for storing and making use of private data. 

• Support for a wide range of applications, including e.g. 

Internet banking and location-based social applications.

• Supported applications are becoming more                                

critical.

• Possibility to download third party applications                                  

from “marketplaces”. 

• Smartphones are often equipped with sensors.
• Position, Acceleration, Orientation, Temperature,                              

Magnetic field.

84



Smartphones: Security Issues (I)

• Smartphones are designed to be used anywhere – the 

security model must take account of this.

• This immediately implies that sensible use of the 

device will be a major concern.

• Security model may not be well understood by most 

users, but users tend to trust the security model 

without question.

• Security cues are harder to implement                                            

reliably on a small form factor.

• Physical security of the device is a major                                        

issue, due to the high probability of loss or theft.

85



Smartphones: Security Issues (II)

• Standardisation is an issue:

• Many different devices and development platforms.

• Different access control and security models.

• Marketplaces have different policies regarding application 

security.

• Implementing cryptographic solutions on smartphones is not easy

• There is a need for lightweight cryptography due to the 

limitations on size and performance.

• The size and diversity of the community makes key 

management problematic.

• Some currently used solutions are still weak –

e.g. Wireless encryption.

86



Smartphones: Security Issues (III)

• We are not prepared for smartphone security issues, 

because we are used to phones being diverse, locked 

down platforms.

• Smartphones used for increasingly critical applications –

the device contains a snapshot of a person‟s life.

• Address book, photos, social networks, email, etc....

• One of the first actions after the Polish government 

plane came down was for the intelligence services to go 

in and find their blackberries.

• Interpol has joined our expert group and uses                                      

smartphones for non-sensitive data.

• Risks very different for business and end-users.



Secure Development & Testing

• Many different devices and development platforms.

• Patching and updates are currently VERY primitive: 

• e.g. Android has only a 6 monthly patching cycle and 

the apps have to be updated manually. 

• This is largely due to difficulty of testing patches on so 

many devices. 

• Battery life and airtime costs are also important 

considerations.

• Development nightmare similar to                                                    

internet before the web came along. 

• Makes security testing very difficult.



Other key security issues (1)

• Preventing phishing – application identity is very 

weakly verified. But users tend to equate signatures 

with trust. Now banks are issuing applications.....

• Some devices do not give enough privileges (for 

security reasons) to allow for effective anti-virus 

software.

• The main model for application access control is to 

ask for permissions at application install time. In reality 

people never read these consent requests.

• Form factor and battery life is a key limiting factor on 

e.g. Anti-virus



Other key security issues (2)

• Individual sensors might not give away much 

information, but mining/combining them might. 

• For instance, combining sensor output from 

Accelerometer and Magnetometer data.

• Actually smartphones have realised the vision of the so-

called Internet of Things, without anyone realising it. 

• They provide a network of                                       

interconnected sensors which are                                             

attached to people and locations.



Solution for speech encryption (1)

TOPSec GSM



Solution for speech encryption (2)
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MOTIVATION
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Source: Arjen Lenstra und Eric Verheul

Security

Keylength RSA - 1.024 correesponds to Keylength ECC - 160



Examples
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ELLIPTIC CURVES
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Mathematics: Groups & Fields

A group is a set S together with a binary operation “x”

 Closure: For all a, b in S: a x b is in S

 Associativity: For all a, b and c in S: (a x b) x c = a x (b x c)

 Identity element: There exists an element e in S, such that for every element

a in G, the equation e x a = a x e = a holds. 

 Inverse element: For each a in G, there exists an element b in G such that   

a x b = b x a = e, where e is the identity element.

An Abelian group: Commutativity of x: a x b = b x a

A Field is a set S together with binary operations “+”, “•”: 

 Closure: For all a, b in S: a + b is in S and a • b is in S

 Associativity: For all a, b, c in S: (a • b) • c = a • (b • c)

 Identity element: additive identity: a + 0 = a, multiplicative identity: a • 1 = a

 Inverse element: −a: a + (−a) = 0, a−1: a · a−1 = 1

 Distributivity : a • (b + c) = (a • b) + (a • c)

99



Modulo Operation & Finite Fields

Modulo operation

a, b, n are integer, 

a and b is congruent modulo n, 

if (a − b) is an integer multiple of n:

a = b (mod n)

Finite field or Galois field (GF in honor of Evariste Galois)

contains a finite number of elements

there is exactly one finite field up to isomorphism of size 

pn for each prime p and positive integer n
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Example

Z10 =  {0, 1, 2, …., 9}

Z10
* = { x in Zn |  gcd(x,10) = 1 }

= {1, 3, 7, 9}

Z10
*  is a group !

ggT größter gemeinsamer Teiler = gcd = greatest common divisor 101

• (mod 10) 1 3 7 9

1 1 3 7 9

3 3 9 1 7

7 7 1 9 3

9 9 7 3 1



Example

A cyclic group can be generated by a single element “a”. 

G is a group, define 

<a> := {an for a in G a subset of Z}

If <a> = g then G is called cyclic group.

a=2, mod 10:

< 2 >+ = {2,4,6,8,0}

< 2 >* = {2,4,8,6}
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Elliptic Curve Groups over Real 
Numbers

An elliptic curve over a real field K is defined as the set of points 

(x,y) which satisfy the equation (“Weierstrass-equation“)

y2 + a
1
xy + a

3
y = x3 + a

2
x2 + a

4
x + a

6

with ai real and (x,y) elements of E:

E = {(x, y) in K × K | y2 + a
1
xy + a

3
y = x3 + a

2
x2 + a

4
x + a

6
} U {O}

O is the piont in infinity.

Example with K = R
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ECC for Cryptography

For cryptographic applications the following elliptic curves 

are used:

y2 = x3 + ax + b with 4a3 + 27b2 unequal 0

y2 + xy = x3 + ax2 + b with b unequal 0

on the finite field GF(2n) resp. GF(p), p >3 prime.
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Addition of Points on EC

E is an elliptic curve

P + O = O + P = P for all P on E,

For P = (x, y) and Q = (x,−y): P + Q = O,

For P1 = (x1, x2), P2 = (x2, y2) on E with Pi unequal O and 

(x2, y2) unequal (x1,−y1) P3 := P1 + P2, P3 = (x3, y3) with

x3 := −x1 − x2 + l2

y3 := −y1 +l (x1 − x3)

If P=(x,y) then -P =(x,-y) on E.

E    O is a group.
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Adding distinct points P and Q
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Doubling the point P
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a is one of the parameters chosen with the elliptic curve and 

that s is the tangent on the point P



108
R = P + Q                                                R = 2 P
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The line through P and -P is a vertical

line which does not intersect the elliptic

curve at a third point; thus the points P

and -P cannot be added as previously.

It is for this reason that the elliptic

curve group includes the point at

infinity O.

By definition, P + (-P) = O.

As a result of this equation, P + O = P

in the elliptic curve group . O is called

the additive identity of the elliptic curve

group; all elliptic curves have an

additive identity
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CRYPTOGRAPHY ON 
ELLIPTIC CURVES
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RSA vs. ECC
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RSA-Algorithm

Signing, Encryption, Key-distribution based on “e-th root 
mod n” problem, hardness is believed to rely on the 
difficulty of factoring n

y := gk mod n  n=p q,   p,q prime

logg(g
k) = k

Elliptic Curve-Cryptography (ECC)

is based on arithmetic of points from an elliptic curve over a 
finite field, i. e. solutions of the equation

E: y2 = x3 + a x + b  mod p

“discrete log” problem on elliptic curves



Example

Elliptic curves E on discrete fields GF(p).

Parameters a and b within the field of GF(p).

GF(23) the field is composed of integers from 0 to 22.

a = 1 and b = 0, the elliptic curve equation is y2 = x3 + x.

The 23 points are:

(0,0) (1,5) (1,18) (9,5) (9,18) (11,10) (11,13) (13,5) 

(13,18) (15,3) (15,20) (16,8) (16,15) (17,10) (17,13) 

(18,10) (18,13) (19,1) (19,22) (20,4) (20,19) (21,6) 

(21,17)
e.g. for (9,5): y2 mod p = x3 + x mod p

25 mod 23 = 729 + 9 mod 23

25 mod 23 = 738 mod 23

2 = 2 117
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symmetry about 

y = 11.5

y-values are taken

modulo 23



Elliptic Curve
Discrete Logarithm Problem

For every m in Z we can calculate mP := P + P +· · · + P.

To calculate mP one needs logm additions!

But

To calculate m for given P and Q = mP one needs m additions!

Until now now efficient algorithm is known to calculate m.

This is called the „ECDLP - Elliptic Curve Discrete Logarithm Problem„

Challenge: to find „good elliptic curves“

http://www.certicom.com/index.php/curves-list
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ECC Technical Guideline1) TR-03111

(1) Elliptic Curve Domain Parameters

 the finite field Fp

 the coefficients a and b of the Weierstraß equation

 a base point G in the group E(Fp),

 its order n in E(Fp)

 the cofactor h = #E(Fp)/n

 the base point G generates a cyclic subgroup of order n in E(Fp):

<G> = {G, [2]G, [3]G, · · · , [n − 1]G, [n]G}

1) BSI, 2007, http://www.bsi.de/literat/tr/tr03111/index.htm



(2) elliptic curve discrete logarithm problem (ECDLP)

given (1) and an elliptic curve point P in <G>

find the unique integer k, 1 < k < n − 1 such that P = [k]G.

 An elliptic curve group is called cryptographically strong if the underlying 

ECDLP is considered to be intractable for the application in use.

 Cryptographically strong elliptic curve groups for different security levels are 

published by standardization bodies (e.g. ECC-Brainpool, ANSI, NIST, ISO).



ECDLP is currently considered to be intractable, if at least the following

conditions hold:

1. The order n of the base point G MUST be a prime of at least 224 bits.

2. To avoid the elliptic curve to be anomalous the order n MUST be 

different from p.

3. The ECDLP MUST NOT be reducible to the DLP in a multiplicative group 

Fpr for a ‟small‟ integer r. Thus, it is REQUIRED that pr not euqal 1 mod n 

for all 1 < r < 104.

4. The class number of the fundamental order of the endomorphism ring of 

E SHOULD be at least 200. If an elliptic curve is generated at random, 

this curve respects this requirement with a very high probability



Elliptic Curve Key Pair Generation

 An elliptic curve key pair consists of a public key P and a private key d. Such 

a key pair is generated as follows:

 Input: Cryptographically strong elliptic curve domain parameters

(p, a, b, G, n, h)

 Output: the key pair (d, P)

 Actions: The following actions are performed:

1. RNG({1, 2, · · · , n − 1})g d  

where RNG denotes a (pseudo) random number-generator

2. [d]G g P

3. Output (d, P).



Diffie Hellmann over ECC

 Alice and Bob agree in public on an elliptic curve E defined in GF(p).

 They select on random rA, rB in {1, 2, . . . , p−1} and starting point G.

 Calcuate points RA = rAG, RB = rBG on E.

 They exchange RA and RB.

 Allice calculates R = rARB.

 Bob calculates R = rBRA wich equals rBrAG = rArBG .



Diffie Hellmann over ECC

Select p = 23, a = 1, b = 0, G = (9,5).

Alice selects randomly his private key ra = 4 and Bob rb = 5.

Alice calculates the public key Ra = ra G = (18,13), Bob Rb = rb G = (9,18).

Both exchange Ra and Rb

RAlice = ra Rb = (0,0)

RBob = rb Ra = (0,0)

RAlice = ra Rb = ra ( rb G ) = rb ( ra G ) = rb Ra = RBob



G = (9,5)
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Ra = 4 G = (18,13)
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Rb = 5 G = (9,18).
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RAlice = ra Rb = 9 G = (0,0) = RBob
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ECDLP

Example: GF(23): y2 = x3 + 9x + 17

Problem: What is the ECDLP of Q = (4,5) and P = (16,5) ?

Solution: P = (16,5), 2P = (20,20), 3P = (14,14), 4P = (19,20), 

5P = (13,10), 6P = (7,3), 7P = (8,7), 8P = (12,17), 

9P = (4,5)

m=9 and Q = 9 P
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European Network and Information Security Agency

Science and Technology Park of Crete (ITE)
P.O. Box 1309
71001 Heraklion - Crete – Greece

http://www.enisa.europa.eu

136

http://www.enisa.europa.eu/

